This is the sixth and final issue of ISC 2 journal for this year. I would like to thank all the authors and the reviewers who contributed to this journal. On behalf the ISC 2 Journal, I wish to take this opportunity to wish all our readers a very happy new year! Please look at the call for papers available on the ISC 2 website. It includes an editorial calendar for the year 2008. If you are an experienced security professional, I would like you to consider authoring an article based on any of the topics listed in the editorial calendar. The readership of the ISC 2 journal includes academics as well as practitioners. The journal will be publishing articles that are of interest to both communities, balancing the content of articles to suit the needs of today's information systems security professionals.
There are four regular articles and two regular columns in this issue. The first two articles are written on the subject of human hacking or social engineering. In the first article, authors Okenyi and Owens offer a strategy for developing and implementing an effective security awareness program that is dynamically reviewed and updated in order to better address the ever changing approaches used by human hackers. They also discuss the various counter-measures available to minimize the likelihood of hacking.
In the second article, Workman presents a theoretical framework that explains the factors that may account for successful social engineering attacks. He presents the results of an empirical field study conducted to investigate social engineering attacks, and from these results, he makes recommendations for best practices to prevent these attacks.
In the third article, Singh and Singh use common criteria to derive the security functional components for a multi-policy-based network computing environment. They demonstrate how we can overcome the difficulties of defining reliable security components by using evaluation criteria.
In the fourth article, Francia and Francia present a study on the performance comparison of cryptographic Application Program Interfaces (APIs) that are implemented for the Java and the .Net frameworks. The results of their study indicate the superiority of commercial cryptographic APIs over their open-source counterparts.
In the first column, Grimes points out that the medical equipment field has grown in leaps and bounds into the network arena. The introduction of these medical miracle devices and the dependence upon the Internet has increased the security threats to networks and the possibility of violation of federal regulations such as Health Insurance Portability and Accountability Act or HIPAA. He suggests solutions to cure this "security sickness." In the second column Freeman discusses the role of a Chief Compliance Officer in maintaining an effective corporate compliance program.
I hope you enjoy reading the articles published in this issue. Feel free to send an email to me with your feedback on any of these articles or any suggestions you may have to improve the quality and value of the articles published in this journal.
